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1. Introduction

Aim of new development in DiDb application

Designated employee(s) otarrier companieswho have entered into a cooperation and data

processing agreement with SECTRAN will have access to thew.didbapp.com application in
order to electronically managethe registration and membership validation of their drivers in
the DiDb system

The main benefitof the service is that the driver does not have to go to a DiDb registration office

in person, buthe canmanagethe registration and validation of his DiDb membershipeven at his

employer's premises. Anotherbenefit is that all data, documents and data sheets required for
registration and membership management can be uploaded electronically, so that all

administrative tasks can be performed without paperworkin the application.

2. General information on e-registration and e-membership
validation

Conditions for using thee-services

- cooperation and data processing agreemertoncludedwith the carrier

- user(s) trained to use the function; a signed training register

- individual access towww.didbapp.com

- smartphone, downloaded Google Authenticator app

- user email address (corporate)

- acomputer or laptop with Internet access and Chrome browser

- effective documents required forregistration and membership validation:

(0]

O O O 0o o

Membership Declaration (for registration)

Membership Continuance Declaratiorffor membership validation)

Information on Data Control form(for registration and membership validation)
User Manual of DiDb system

Manual of Data Contrding processesn DiDb system

Incident Management Rules of DiDb system

Additional recommendations for optimized use ofservices

- scanrer application installed on the smatphone (eg. Tiny Scanner)
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0 benefit data sheets and personal documents can be scanned, named and
transmitted quickly and easily
Dropbox (or similar application, i.e.OneDrive)installed on your smartphone and
computer and synchroniation between the two devices
0 benefit photos and scanned dcumentstaken with the phone can be transferred
from the phone to the computer immediately
0 precondition:
A Gmail account
Dropbox application installed on your computer
Dropbox application installed on asmartphone
Sign in to both devices with the same gmail account

> > > P

Type of available services:

The following e-services are available to customersn below service fees:

type of service service availability fee (net)

1. e-registration in case thedriver is not the 34 EUR

member of DiDb database yet

2. evalidation before due date ET AAOA OEA AO freeof charge
membership expires within
the next 3 months

3. evalidation after due date ET AAOA OEA AO17EUR
membership has been already
expired (but less than 2 years)

4. ereactivation ET AAOA OEA AO25EUR

membership expired for more
than 2 years



3. Practical usage of e-registration and e-membership
management function

Login to www.didbapp.comapplication

To access the software, please opeww.didbapp.comfrom your Chrome browser. Using other
browsers (e.g. Mozilla, Safari, Explgrenay cause errors in software features, th® Chrome
browseris preferable.

Enter your username and password to log in:

€ DiDb

DRIVER INTELLIGENCE DATABASE

Login =

E-mail or username
Password

Remember data - Forgotten password?

For security reasons, please do not tick the box in front of "Remember dataase of forgotten
password, you can ask new password for your email address that is dedicated to your user account.

First login

"EOAT OEAO OOAOO AOA DOl AAOOejisgatid Ard@énibdrdhip AAOA
management processspecial IT, security and privacy rules shall be applied. Therefora so

called two-step authentication shall be used by accessing the software first time. This means that

not only a username and passwordbut also a onetime access codgenerated by adedicated

device (such aghe user's phone) is required to log in.

Therefore, the first time you enter the application, you must first enable the authentication
process, ast is alsorequested by the application:
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Pleass enable the two-step verification

Two-step authentication

| Cancel Save

To scan the QR code required fauthorization, please follow the next steps:

1) Install the "Google Authenticator" application from the Play Store (Android) or App
Store (I0S) of your phone

’ .
Google
Authenticator
Google LLC

About this app >

Enable 2-step verfication o protect your account

from hijack:

2) After downloading, open the application and press the "Scan QR code" button:

Set up your first account

Use the QR code or setup key in your 2 settings (Il
Google or third-party service). If you're having trouble|




3) Scan the QRode with your phone in order to enabé the 2-step authentication. To do
this, we need to allow the app to take photos:

.
SAMSUNG

‘ Google Authenticator
needs access to

€) Camena

4) Scan the QR code required for twatep authentication in DiDb application by using the
Google Authenticator. You will see that the Wthenticator automatically creates your
unique DiDb account, including your username. The code that allowsu to enter into
DiDb applicationis always regeneratechere.

STEP 1 STEP2

Google Authenticator

DiDb UAT (teszt.kliens)

535 307

5) If you already use the Google Authenticator for any other application, you will need to
click on the "+" button and then create a new account for DiDbApp.

6) Our last task is to enter the &digit code generated by the authenticator in the dedicated
field of the DiDb application and then save it:



B guaitimenkdiens -

Please enable the two-step verification

Two-step authentication

Cancel

Further login

You only need to complete the above process during your first log in. Next time when you would
like to log-in, all you have to do is to open the Google Authenticator app on your phone, read the
code generated by the Authenticator, than type itothe FEAT A 1T £ o0 #1 AA6

17:08 *20

junius 24., Sze Friss.: 06.24.13170

u Events o

yképezd = SmartEvents  Beallitdsok

After enteringyourusername and password, another window will appear in the Ipgitess where
the DiDb application will agkour unique code:



STEP:11 STEP 2

DiDb |
DRIVER INTELLIGENCE DATABASE I

DRIVER INTELLIGENCE DATABASE
Login 2=
E-mail or username

erdos.ibolya.kliens ‘ LOg | n =

Password s

- Forgotten password? .
Hemember data g p -

After the login processyou can see the next page:

DRIVER INTELLIGENCE DATABASE

You can change your password by selecting the "change password" function selected fianopthe
down menu under your username. Rules for new password: at least 1 capital letter, at least 1
lowercase, at least 1 number, moreover it must be at leash&racter long.

Step by step usage @-registrationand emembership management function
Driver identification

In the menu bar on the left you can see the client functions available for yoLhe first step is to
identify the driver, which can be done using spot check functiohere are two ways to do this:



A.AAOCAA 11 AOEOAOS thesdivrialreAdd) @As niedterdhfpand his ID
is known by you)

Spot check

Credits used / total limit for credits
User monthly: 8 / 200 - Site monthly: 3 / 50 - Site daily. 0/ 25

Credit balance: 0

Choose type for spot checking

Spot check based on DiDb card Spot check based on date of birth
number

garai timea.kiiens ~

)T AAOCA T £ Amihi GHIAAGAD GHIGA® 'OEA A BGAKMDD

yyyymm format):

Spot check based on DiDb card number

OF Evegservices Change type of spot checking

& Create report

DiDb card number

B garaitimea Kliens

yi AAOGA 1T &£ TPOEIT 6"6h UT O AAT Al OGdetdd i), AOEO.

or you can use the datepicker as well:

Spot check based on date of birth

Change type of spot checking
Date of birth 1989-12:03

December 1989
Ched] Su Mo Tu We Th Fr Sa
% 26 27 28 29 30 1 2
a9 n 4 5 6 T 8 9
5 10 11 12 13 14 15 16
5 17 18 19 20 21 22 23
52 24 25 26 27 28 29 30
1381 1 2 3 4 5 6

Clear

-] garaitimea kliens ~



I FOAO AT OAOCET ¢ AEROARAEOADOOALOAAT EABAEOOER b1 A/
The result(s) that match your search will appear in the "List of DiDb drivers" pojpip window. If
you search for a given card number, there can be onlyrésult, but when searching by date of

birth, all drivers, registered in the DiDb systemyho were born on the given day will be included
in the list.

Click on the "eye" icon at the end of the line to select the driver whose membership you want to
managel O BP1 AAOA Al E ArEgistraD E D &tdn ifAh® drive€id notOnkluded in the
list:

= garai timea kliens
Spot check
Credits used / total limit for credits
User monthly: 10 / 200 - Site monthly: 17 / 100 - Site daily: 2 / 100
List of DiDb drivers
Name DiDb ID
nstantin Valutin 100013/R0O39-201708 \E\
Kiss Kata 100003/HU99-201708 [®]

Kovacs Rébert 100087/HU99-201901 (@]

Eregistration

After clicking on eregistration button, an empty data sheet will be displayed for data and
document recording

10



.z) DiDb = qgarai.timea kliens «
08 reg sovices E-registration
& Reporis
Driver's data
d reader installer Name (%) Home address Photo (*)
[ Ploase, upload 2 portrait phota, 1D photo i not : |
Country ()
Date of birth () - Please choose! ~ v
1991-04-12
Postal code
®
Country of birth (*) I ‘
- Please choose! - = .
City ()
Phone number (*)
Address (*)
Taldzds.. | Nincs kijeltive fajl
E-mail address
Workplace
Waberers Intemational Nyrt.
Documents
Membership declaration (*) Information on data control (*) Certificate of conduct
Talldzas_. | Nincs kijeldive fajl Talldzds.. | Nincs kijelolve fajl Tallézas. . | Nincs kijeldlve fajl
Issue date of certificate
Personal documents
ID card or passport must be uploaded (at least 1)
Driving license - front side (*) Driving license - back side (*) 1D card - front side 1D card - back side Passport - MRZ coded side
Talldzss... | Nincs kijeldlve fajl. Talldzss... | Nines kijelolve fajl. Talzas..  Mincs kijelolve fjl Talzas.. | Mincs kijeldlve fajl Taldzas..  Mincs kijeldlve fajl
Expiry date of the driving Expiry date of the ID card Expiry date of the passport
licence (*)

Povrered by Sun Solutions. - 12681
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Technical conditions for uploading documents

There are several options for electronically managing photos, datasheets and documents. You
can use a cameraan office scanner devicea smartphone, but let us recommend to usehe
following applications in order to simplify and speed up document management:

- scanner application installed on your smartphone (eg. Tiny Scanner)
- a synchronized Dropbox (or similar application i.e. OneDrive) installed on your
smartphone and computer

5 0F YR R20dzYSyida dzZLJ 2R 2y RNAGYSNRAE RIGlF &K!

For data recording, you will need:

1) the driver's identity card or passport and his driving license
2) a device suitable for taking photos
3) a device suitable for scanning
4) completed DiDb application forms agollows:
- Membership Declaration form
- Information on Data Control form

5) optionally: driver's Certificate of Conduct (CR)
- please upload the CR only if the issue date is not older than 3 months
- the submission of the CR is not a mandatory condition for subring the application,
but please note that our headoffice can only start processing the application if the CR
has also been uploaded!

Documents to be scanned and/or uploaded:

- Membership Declaration form signed by the driver and authenticated by 2 witnesses

- Information on Data Control signed by the driver

- driver's photograph z new, portrait type ofimage isrequired

- AOEOGAOGO #AOOEAEAEAAOA T &£ "1TT A #1711 AOAO {1 DPOE
- front and back side of the driver's driving license

- front and back side othe driver's identity card or MRZcodedside of passport

General rules for data uploading

Fields marked with star are obligatory to fill in! If you do not fill in such a field, it will be indicated
by a red error message and you wilnot be allowed to proceed. You will also receive a red error
message if a field is not filled in correctly (eg. you missed to enter + sign in the phone number
field):

Please pay attention that the expiry date shall be more than 31 days.

12



Document uploading for expired personaldocuments is not allowed by the system.
All documents shall be scanned and uploaded in colour!

The workplace and the bill payer of the service are filled in automatically by the system, it is not
possible to change them manuallyThe workplace is always the same as the partner to whom the
user is assigned.

oL, By submitting the registration applications your company will be obliged to pay. The
- _ method of payment is a bank transfer, the administrative tasks of which (eg. issuing

@ the invoice and sending it electronically to your company) are performed by the
hd DiDb head office.

1”4

Rules for photo taking:

Uploading a new photo of the driver is mandatoryFailure to do so will prevent the service from
being saved

Other rules:

- the photo should be sharp and clear

- portrait photo is preferable, so please take the photo on driver from the shoulder to the
top of the head

- the driver must not wear accessories (egsunglasses or hats)

- no any advertising is accepted on the driver's clothing

- there should be no inappropriate objects or advertising in the backgroun¢vhite wall is
preferable)

Finalization of data sheet and document upload

You can only finalize thaegistration application if you have completed all the required uploads
on the registration form.

LY In order to upload documents quickly and successfully, we recommend to

- - previously upload all the documents and photo to a separattrectory and
sNf~  upload them to the application from there.

After uploading all data and documents, please click on the "Save" button in order to view and
check the uploaded documents. The system will indicate with a red warning message if there is
a problem.

13



Completed data sheet with duly uploaded data and documents:

<) pidb

@F Eregservices

& Reports

& Cardreader installer
Name (%)
Jozef Kovaé

Date of birth (*)
1977-06-21

Country of birth ()

Slovakia

Phone number ()
+4211234567

E-mail address

jozef kovac@gmail.com

E-registration

Jozef Kovac - 100240/SK99-202103
Driver's data

Home address Photo

Country (*)

Slovakia v

Postal code
97002

City ()

Bratislava
Address (%) Taldzss... | Nincs kijeldive fajl.
Priemyseina 8

Workplace

Waberers International Nyrt.

]

qarai timea Kliens -

Membership declaration (*)

o Q 1 Gsszesen: 1

Tallozss... | Nincs kijeloive fajl

Documents

Certificate of conduct

@ information on data control () (@)

=% » @ Q 1 Gsszesen: 1 =i+

@

= e 1GAZOLOM, HOGY.
MINTA N
! DeBRECEN T
TS 0518
s mve: KOZMA JULANNA
NST

ADONTETTESEK NYILVANTARTASABAN.

NEM SZEREPEL

Mettiin,

BLDAPEST, 30w NS 1 DR FECHT £VA

Talozs... | Nincs kijelolve fajl

FOOSZTALYVEZETO

HARM BONAFSG.

LAVENYES -11A TORVINY MASKEFS NEM RENDELKLZIK - A KIALLITASTOR
SZAMITOTT

A BEONYTVANNY AL ES A BZNYITEXORKAL DGYUTT TZENOT

AemsmzEST,
N 11 A KIALS 1O SERVERLE LEUET SENYC AN
AFATORAG CEKOLEN HZON VAN A MY APONOSAG EGIOE)
AZCASAYAL AN

oL
LT A
024635035

Talldzés... | Nincs kijeloive fajl

Issue date of certificate

2021-03-01

Driving license - front side (*) (@) Driving license - back side () (@)

——

CESKA REPUBLIKA Gk simi. ——
PROKAZ

Personal documel

1D card - front side

ORME i v 998000398

nts
ID card or passport must be uploaded (at least 1)

@ 1D card - back side @

T<HUNS79D23KACE<CCcecaccccccss
7307203M1907081KUN<<<<<<<Ce<<s

SZERVACKKATTTLACCCCCLLLLLCCLL Tallgzs...

Passport - MRZ coded side

[aa]

Nincs Kijeloive f4jl.

Expiry date of the passport

Talozés... | Nincs kijeloive fajl

Tallézds... | Nincs kijeldlve faj Tallézds... | Nincs kijeloive fajl. Tall6zés... | Nincs Kijeldlve f4jl
Expiry date of the driving Expiry date of the ID card
licence (*) 2022-04-30

2023-02-28
Cancel

Powered by Sun Solutions. - 12690

T I
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After saving the process, the unique DiDb ID number of the driver will be automatically
generated by the system. This ID will appearext tothe name of the driver. In the above example,
the DiDb ID of the driver is:100240/SK99-202103

Components of DiDDI

All drivers in DiDb database own a unique ID number which consists of the next characters:

- first six digits mean: DiDb membership number

- next 2 letters refer to the citizenship of the driver (e.g. LT=Lithuanian; RO=Romanian;
PO= Polish etc.)

- 99is a tecmical number

- last six digits mean: date of registration (yyyymm) > please inform the driver that his
membership is valid for 2 years. The membership validation process shall be managed
compared to the date of registration in every 2 years by the driver.Membership
validation can be managed earliest on the@h day prior to membership expiry date. In
case the driver misses to fulfil his obligation for membership validation his membership
will change to invalid.

Confirmation of completed service

If the uploading tasks have been successfully completed, the following system message will be
displayed after clicking the "Next" button:

o

Data and document upload completed.
We will start processing and verifying the uploaded data soon.
You will be notified by e-mail about our decision on the application.
Thank you for using our service!

If our colleague notices any deficiencies or errors during the processing of the request, they
will ask you to correct the relevant data or document by phone or email.

15



Issuanceof DiDb cardhandover

In the case of eregistration - unlike the registration service
used in DiDb registration offices it is not possible to issue a
@ DiDb DiDb card on siteThe PIN-protec ted DiDb card can be
v N Uetatece picked up free of charge by e -registered drivers at any of
Sofor vén. 100023/Hus9-200800  the DiDb registration offices.

Emembership validation

yT AAOGA Ul 6 AAT EET A OE A-listedDdiiv@rd ay&modt chedkind pldade OE A
choose therightdriver AU A1 EAEET C 11T OEA OAUA6 EAITT AO OE.

B garai timea kliens =

Spot check
Credits used / total limit for credits

User monthly: 17 / 200 - Site monthly: 5 / 50 - Site daily: 5 / 25

List of DiDb drivers

Name DiDb ID

Jack Gordon 100074/GB99-201808 @

Kiss Valentin 100005/HUS9-201708
€ Back

After this, a shortened data sheet of the selected driver is displayed, showing his naris,DiDb
ID number, his DIDb statusregistered in the system the status of last service provideddr the
driver, moreover its date.Based on the validity of the driver's DiDb membership, the currently
available, upto-date service will appear in a blue box:

16



"’ DiDb B garaitimea.kliens ~

E-reg services

Driver data

& Reports

Name Kiss Valentin

& Card reader installer DiDb ID 100005/HU99-201708

DiDb status INVALID

Status of last service Application assessment closed

Date of last service 20170808

E-validation after due date

If no available services appear under the date of last service, this may mean:

- the driver's membership is still valid and the validity period will not expire in the next 3
months

- OEA AOEOAOB8O S$E$SA OOAOOO AT AO 110 Allix O
banned or deleted membership)

If you are not sure about the reason,lpase contact our heaaffice for getting more information.

Open (pendingservices

If you find any open service on the driver's data sheetext to "Last service status”, the reason is
that the driver has not submitted a Certificate of Good Conduct either during or after the service
provision.

These open services cahe one of the follows

- open registration

- open membership validation within due date
- open membership validation after due date
- open reactivation

Given that the submission ofCertificate of Good Conducts a basic condition for the assessment
of the application, in case of a missingertificate we could not start the assessment of the seice,
so the validity of the membership was not extended.

<t , Thedriver has the opportunity to submit a Certificate of Good Conduct until the next
-@- service is due. No new service can be started / available during this time. The system
N automatically manages vien the current services are due, so you can always uyse
only the service that is offered by the system.

17



After clickingonOEA AOAET AAT A OA OOE WithA the rigHE dervideGEOMIO O A A
displayed.
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